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Abstract: The imbalanced classification problem is one of the common challenges in machine learning and widely ex-
ists in practical applications such as network traffic recognition. To address this issue, a combined imbalanced classifi-
cation approach based on D-S Evidence Theory was proposed. Different undersampling and oversampling classifica-

tion algorithms were used for modeling, and multiple attribute decision making methods were used to convert differ-
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ent evaluation outputs into mass functions. Finally, evidence combination rules were used to combine the mass func-

tions and obtain the final recognition results. Validation experiments were conducted on synthetic datasets and UCI

benchmark datasets using neural network classifiers and random forest classifiers. The validated framework was then

applied to real-world network traffic identification tasks. The experimental results demonstrate that the proposed ap-

proach significantly improves performance in addressing class-imbalanced classification problems, achieving notable

enhancements in key evaluation metrics such as recall rate, F'1-score, and G-mean value.

Key words: imbalance classification, undersampling, oversampling, D-S Evidence Theory, network traffic recognition
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%3 UCI#i#E4E Recall 5 R5TEL (FCNN 43 2488)

Pima Bupa Diabetes Breast Hearts Blood
SMOTE 0.717 3 0.593 8 0.783 4 0.602 6 0.749 3 0.784 2
ROS 0.727 4 0.598 9 0.769 0 0.596 9 0.693 1 0.7810
K-means_US 0.726 5 0.620 2 0.762 3 0.596 7 0.762 5 0.8112
Safe-level-SMOTE 0.728 7 0.616 9 0.778 5 0.605 7 0.7223 0.783 3
BorSmote 0.728 7 0.592 6 0.765 3 0.580 6 0.683 9 0.764 2
RUSBoost 0.730 5 0.614 6 0.768 5 0.592 8 0.764 0 0.804 2
ECIC_DS 0.733 7 0.622 1 0.786 9 0.607 9 0.782 8 0.819 4
ECIC_PCR6 0.736 5 0.6250 0.784 4 0.606 2 0.784 0 0.818 2

&4 UCIEE F1-score LR xTEL (FCNN 43 288)
Bk - - R

Pima Bupa Diabetes Breast Hearts Blood
SMOTE 0.739 7 0.645 8 0.798 3 0.656 2 0.756 3 0.8770
ROS 0.743 2 0.642 8 0.798 2 0.6521 0.7221 0.8750
K-means_US 0.758 6 0.640 4 0.789 3 0.651 6 0.782 8 0.8719
Safe-level-SMOTE 0.761 9 0.644 9 0.786 2 0.650 1 0.743 6 0.874 4
BorSmote 0.768 9 0.650 7 0.7819 0.664 5 0.716 9 0.862 4
RUSBoost 0.771 3 0.650 2 0.808 7 0.654 4 0.7892 0.873 2
ECIC_DS 0.770 3 0.667 1 0.8217 0.668 7 0.793 5 0.893 6
ECIC_PCR6 0.783 4 0.659 3 0.8162 0.662 9 0.797 9 0.886 4

5 UCIHIBE G-mean FIILERXTEL (FCNN 53 2£8%)

Pima Bupa Diabetes Breast Hearts Blood
SMOTE 0.699 7 0.704 1 0.6314 0.7090 0.7827 0.828 4
ROS 0.718 4 0.697 2 0.609 5 0.704 8 0.740 6 0.818 2
K-means_US 0.728 5 0.714 5 0.600 1 0.704 6 0.802 6 0.797 4
Safe-level-SMOTE 0.726 2 0.708 5 0.614 7 0.707 5 0.766 2 0.780 6
BorSmote 0.728 8 0.718 5 0.589 5 0.7059 0.736 7 0.804 6
RUSBoost 0.712 8 0.716 9 0.6313 0.697 0 0.772 6 0.781 4
ECIC_DS 0.733 6 0.729 4 0.662 6 0.7120 0.816 8 0.872 0
ECIC_PCR6 0.733 4 0.734 7 0.679 7 0.7157 0.817 8 0.865 5

&R 3I~LSATHEN, 28 H FCNN 73 8880,
ECIC_DS. ECIC PCR6 # 7% 7F Bupa. Hearts Al
Blood iX 3 M 4E £ 1 Recall $8 #5485 5 0 AL -5
b 592 ; ECIC _DS. ECIC PCR6 52 7E Pima.
Breast. Hearts Fll Blood 4 % I F1-score & #5 #H
BT X EVE, RWE RN NEEEER
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%6 UCIHIEE Recall LR IEL (RF 43 2658)

Pima Bupa Diabetes Breast Hearts Blood

SMOTE 0.709 6 0.630 2 0.770 5 0.798 9 0.8295 0.807 3
ROS 0.7152 0.627 6 0.774 2 0.802 5 0.8052 0.809 8
K-means_US 0.7053 0.621 8 0.764 4 0.796 6 0.834 4 0.809 7
Safe-level-SMOTE 0.713 3 0.627 6 0.773 0 0.796 9 0.8230 0.803 8
BorSmote 0.7189 0.602 5 0.767 8 0.778 8 0.8213 0.801 7
RUSBoost 0.712 4 0.6250 0.772 3 0.801 4 0.811 4 0.798 5
ECIC_DS 0.7219 0.633 9 0.776 1 0.8154 0.8373 0.814 2
ECIC_PCR6 0.726 5 0.631 1 0.784 6 0.822 4 0.838 6 0.815 8

7 UCIHEE F1-score FHLERITEL (RF 43388)
Sk _ . ELEITE S
Pima Bupa Diabetes Breast Hearts Blood
SMOTE 0.758 5 0.665 4 0.836 8 0.836 9 0.798 8 0.844 9
ROS 0.752 4 0.661 8 0.824 4 0.837 6 0.794 3 0.846 3
K-means_US 0.7555 0.668 7 0.829 5 0.8390 0.808 0 0.848 1
Safe-level-SMOTE 0.761 1 0.669 4 0.836 1 0.8374 0.806 9 0.847 7
BorSmote 0.764 7 0.668 4 0.8302 0.8373 0.800 7 0.848 9
RUSBoost 0.760 9 0.669 3 0.8369 0.816 5 0.8019 0.8377
ECIC_DS 0.767 7 0.676 8 0.838 6 0.8417 0.8155 0.850 5
ECIC_PCR6 0.766 7 0.6757 0.839 7 0.844 2 0.8253 0.8521
%8 UCIHIEE G-mean 4R TEL (RF 43 2588)

Pima Bupa Diabetes Breast Hearts Blood

SMOTE 0.694 5 0.716 5 0.704 6 0.758 6 0.830 8 0.612 8
ROS 0.688 9 0.724 5 0.668 7 0.759 7 0.818 7 0.625 1
K-means_US 0.685 8 0.722 0 0.679 7 0.762 2 0.8375 0.623 3
Safe-level-SMOTE 0.696 3 0.726 1 0.693 9 0.760 3 0.8317 0.616 0
BorSmote 0.700 3 0.714 5 0.680 1 0.761 1 0.827 6 0.6155
RUSBoost 0.690 4 0.709 7 0.690 2 0.746 5 0.822 8 0.627 9
ECIC_DS 0.708 2 0.728 0 0.709 9 0.766 5 0.8403 0.634 3
ECIC_PCR6 0.710 5 0.729 4 0.708 1 0.765 3 0.847 1 0.632 7

SMOTE. BorSmote fl RUSBoost, 7 H 13
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